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g: a prime number; g = 225 — 19;

d: an clement of F; d = —lﬂlfiﬁﬁﬂﬁlﬁﬁfﬁ-;

E: an elliptic curve equation; —x? 4+ 3% = 1 + dz?y%;

(: a base point; ¢ = (x,—41/5);

I: a prime order of the base point; [ = 2252 4+ 2774231 77T77T372353535851937T90883648493;
H.: a cryptographic hash function {0,1}* — F,;

'HT,‘. a deterministic hash function E{l]"q} — E'{ﬂ?q}.
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private ec-key is a standard elliptic curve private key: a number e € [1,{ - 1];
public ec-key is a standard elliptic curve public key: a point A = a;

one-time keypair is a pair of private and public ec-keys;

private user key is a pair (a, b) of two different private ec-keys;

tracking key is a pair {(a, B) of private and public ec-key (where B = W7 and a # b);
public user key is a pair (A, B) of two public cc-keys derived from (a, b);

standard address is a representation of a public user key given into human friendly string
with error correction;

truncated address is a representation of the second half (poeint 7)) of a public user key given
into human friendly string with error correction.
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Fig. 2. Traditional Bitcoin keys/transactions model.
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Fig. 5. Incoming transaction check.
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2.3.5 <38 ring signature
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13] & ring signature> 4719 €aglE&s E3¢3th (GEN, SIG, VER, LNK):

GEN: takes public parameters and outputs an ec-pair (P, z) and a public key 1.

SIG: takes a message m, aset &' of public keys { P, };., a pair (P, 2.) and outputs a signature o
and a set S = 5" U{F;}.

VER: takes a message m, a set 8, a signature & and outputs “true” or “false”.

LNK: takes a set T = {[;}, a signature o and outputs “linked” or “indep”.
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Fig. 6. Ring signature anonymity.
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The next step is getting the non-interactive challenge:
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Finally the signer computes the response:
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Fig. 7. Ring signature generation in a standard transaction.

2.3.7 ¥H33+9 Proof-of-work
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2.3.6.1 Related works
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